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Video Reference Information

SLAC November 21 1997

Glossary of Teleconferencing and Telecommunications Terms from Halhed Enterprises Inc.

Packetized Desk Top Video Conferencing

MBONE
o MBONE FAQs,
o Map of the Major MBONE Nodes & Links,
o Map of the ESnet MBONE Backbone,
o MBONE Information Web Server (MIWeb) provides and coordinates information on
MBone and related activities
o MBONE Agenda
o Multicasting and MBONE Article for Boardwatch Magazine, August 1997,
[P Multicast Streamlines Delivery of Multicast Applications a White paper from Cisco.

ANL paper on Desktop Video,

White Pine's Cu-SeeMe desktop video product,

U.K. Pilot Mbone Jottings,

Protocol Independent Multicasting (PIM),

Mutlimedia Networking References,

Internet Phone FAQ & more information

Desktop Videoconferencing: Technology and Use for Remote Seminar Delivery

Room Type Video Conferencing

Energy Research Video Collaboration Services,
Review the VCS Schedule

VCS Usage Statistics

DOE Televideo Services

Les Cottrell & Charles Granieri

http://www slac.stanford.edu/archive/2000/0308/comp/net/video.htm] 9/13/01
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First-Name.Last-Name Form of SLAC Email
Addresses

SLAC 7 October. 1997

Now email addresses for SLAC computer account holders can take the form first-name last-nameg <1 ¢
For example, email to Jane A. Doe can be addressed as:

Jane.DoelSLAC. Stanford. Edu

This address form is an addition to, not a replacement for, the existing form. It was implemented in response to requests to
allow SLAC’s system to more conveniently find the proper email address for someone. It’s easy to guess this kind of address
if one knows the first and last name of the person and is also easy to remember. This form will be familiar to many people as
it is used elsewhere; for example, CERN has been using it for some time.

Email addresses of the new form are case-insensitive just as existing addresses are.

What is My New Email Address?

If you had a SLAC email address on or before September 23, 1997, you can see the new form of your email address as
follows:

e Enter the UNIX command:
mailrouter -n your-last-name

e Or, enter your last name in the query box on the Web page at
http://www.slac.stanford.edu/comp/net/slaconly/mailrouter.html

For example, the name i nson will return, among others, the lines:
ilse <+> ilse@mailbox.slac.stanford.edu (Ilse Vinson)
Ilse.Vinson --> ilselmailbox.slac.stanford.edu (Ilse Vinson)

where the "+" indicates the primary email address. The primary email address appears in the "From:" field of the message
header and in the response from the commands person, finger. Example:

ilse@vestal4 $ person ilse

name ext email ms grp bldg room page

Vinson, Ilse 2368 ILSEE@SLAC.STANFORD.EDU 97 SCS 050 308
ILSER@SLAC.STANFORD.EDU is an alias for the real primary address {1se@mailbox. slac.stanford. edu

If you received a SLAC email account after September 23, 1997, you will be contacted after November 21, 1997.

http://www.slac.stanford.edu/archive/2000/0308/comp/net/email/email-article. html 9/13/01
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How Do | Make the New Email Address My Primary One?
To make your new email address the primary one, give the UNIX command:

mailrouter -m -e your-first-nameyour-last-name _p your-real-primary-email-address

For example:

Gmailbox.slac.stanford.edu

tanford.edu Note

i

changes the primary address from {jlse@slac.stanford.edu 10 ilse.vinson@slac.
that mail addressed to {1se@slac.stanford.edu would still be delivered.

If you don’t have access to UNIX, send your request for change in primary email address to
postmaster-request@SLAC.Stanford Edu
How Do | Change My New Email Address?

If you want the new form of your address to be different, send your requested change to postmaster-
request@SLAC.Stanford.Edu by November 21, 1997.

What About Duplicates?

In case of duplicates, the message you sent will be returned with an informative system message asking you to make a choice
of addressees. For example, assuming there were two people named Bill Smith at SLAC, Bill E. and Bill O., email addressed
to:

Bill.Smith@SLAC.Stanford.Edu

might be returned with a message like:

Your message cannot be delivered to the following recipients:
Recipient address: Bill.Smith@SLAC.Stanford.EDU

Reason: Ambiguous, choose one of:

bsmith@SLAC.Stanford.Edu (Bill E. Smith)

billsmith@SLAC.Stanford.Edu (Bill O. Smith)

Teresa Downey

http://www.slac.stanford.edu/archive/2000/0308/comp/net/email/email-article.html 9/13/01
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Copied /afs/slac/www/comp/policy/* tree into
Jafs/slac/www/archive/2000/0502/comp/policy
on 2 May 2000.

N.B.: The "ls" files were renamed 22 May 2000 for increased
recognizability and moved into the .../CONTEXT subdir

This 1is a superset of Lynda Winslow's

request. See /afs/slac/www/archive/2000/0502/CONTEXT
for context information about this archiving task, e
requesting email.

The production files were copiled from UNIX WWW production
space into UNIX WWW archive space. Cut-and-paste of the

main UNIX commands to perform the task with their outputs

are below. Different windows were used for input and output
subdir trees. Within the commands and output section, comments
are prefixed by three asterisks ("***"),

WATCH OUT: One hidden directory,
/afs/slac/www/comp/security/.archive, created by
John Halperin, was not initially copied.

Also, the content of symlinks (one?)

rather than the links themselves were copied ("-h" option
on "cp" command was not used). See "N.B." notes, as well
as for other explanations of possible confusions.

**+*% UNIX Archiving Commands for .../security: Input:

1197 cassandra /comp/security> date

Tue May 2 12:22:11 PDT 2000

1198 cassandra /comp/security> pwd
/afs/slac.stanford.edu/www/comp/security
1199 cassandra /comp/security> ls -1

total 210

ArWwXIWEIWX 2 rdc system 6144 Oct 26 1999 CSA 10-27-99/
ArwrHIrWEYwWx 2 rdc system 4096 Oct 26 1999 Export-RC/
~r==—r=-I=- 1 9xh sf 25314 May 03 1995 GoodTimesHoax FAQ
ArwrrwxIrwx 2 rdc system 4096 Oct 26 1999 SecStanddown/
drwxr—xr-x 3 wbj st 2048 Mar 23 16:23 csc-policies/
“rW-r-=-1r-—- 1 wbj sf 7125 Nov 17 19397 grep

~TW=T ==Y~ 1 9jxh sf 5573 Oct 27 1997 mxconns.html
~YW=Y==L~—- 1 rdc st 276 Mar 31 1998 nsecurity.html
~YW=IL—=r=- 1 rdc st 3596 Apr 10 1998 passpolicy.html
“IW-L—=r—-~ 1 rdc sf 2274 Mar 19 1999 password-changing.html

http://www slac.stanford.edu/archive/2000/0502/README 9/13/01
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LW 1 rde sf
W W W 1 rdc sf
ArwiIWRYWX 2 Gxh st
“rWe - 1 axh st
ArWXIWXIWH Z Wb st
B il Sl 1 jxh st
1200 cassandra /comp/security> urit
1201 cassandra /comp/security>
Volume Name Quota
WWW 300000
1202 cassandra /comp/security>
Access list for is
Normal rights:
g~www:g~comp~security rlidwka

g=www:g-scs~-security rlidwka
system:slac rl
system:administrators rlidwka
system:authuser ri

1203 cassandra /comp/security> du -k

35 ./satan.tutorials

15 ./slaconly

9 ./csc-policies/archive

30 ./csc-policies

42 ./ .archive

12970 ./CSA 10-27-99

2447 . /SecStanddown

2668 . /Export-RC

18294

**% N,B.: The total production of 18294 does not match the total
*okok for the archived total of 18260 at least because:
xxx 1) Didn't "cp -pRh", h to force copying of sym link;
il instead the file pointed to was copied. Compare
xxx ls-sec-prod and ls-sec—arch under

* ok ./slaconly/password.html

* ok 2y /afs/slac/www/conp/security/.archive, created by
R dxh, was not copied to the archive by default.
ko I have subsequently copied it by hand but have
Bl not updated the ls-sec-prod & ls-sec-arch files.
*okE See below.

1206 cassandra /comp/security> ls -1R | wc
322 2736 20447

1207 cassandra /comp/security> pwd

/afs/slac.stanford.edu/www/comp/security

1208 cassandra /comp/security> date

Tue May 2 12:55:29 PDT 2000

1209 cassandra /comp/security>

1255 cassandra /comp/security> date

Tue May 2 14:07:43 PDT 2000

1256 cassandra /comp/security> pwd
/afs/slac.stanford.edu/www/comp/security
1257 cassandra /comp/security> ls -la
total 222

Adrwxrwxr—x 9 root system 2048 Mar 10 15:54 ./
drwxrwxrwx 19 tonyj ey 2048 Feb 29 12:06 ../

AYWXY —xXr=x 2 jxh sf 2048 May 29 1998 .archive/
ArwXrwrrwg 2 rdc system 6144 Oct 26 1999 CSA 10-27-99/
drwxrrwxrwx 2 rdc system 4096 Oct 26 1999 Export-RC/

http://www slac.stanford.edu/archive/2000/0502/README 9/13/01
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ArwErwsrwx Z 5y

ArWHr=Xr =% 3 sf

WL - 1 st

— LW 1 s

—LWe L= 1 sf

—rWe L 1 st

—YWe L 1 st

LWL 1 st

~TW=EW- W 1 ¢ st

ArwXIWXrwx 2 G=xh st

~rWe=r=-—r—- 1 ixh st

Ar WwHIWXIWX 2 Wb sf

—re——re-re- 1 ixh sf B

1258 cassandra /comp/security> cp -p .archi
a

c
cp: 0653-436 .archive is directory.
Specify -r or -R to copy.
1259 cassandra /comp/security> cp -pR .archive /afs/slac/www/archive/20
/comp/security/.
1260 cassandra /comp/security> du -k

00/0502

35 ./satan.tutorials

15 ./slaconly

9 ./csc-policies/archive

30 ./csc-policies

4z ./ .archive

12970 ./CSA 10-27-99

2447 . /SecStanddown

2668 . /Export-RC

18294

1261 cassandra /comp/security> 1ls -la .archive

total 88

drwxr-xr-x 2 gxh st 2048 May 29 1988 ./

drwxrwxr-x 9 root system 2048 Mar 10 15:54 ../

e o 1 jxh sf 5456 Jun 04 1997 mxconns.html.l

—r——r--r-—- 1 4xh st 4138 May 12 1995 security.html.l
e o ok 1 jxh st 4523 Jun 10 1995 security.html.?2
e e g 1 9xh st 5327 Feb 18 1997 security.html.3
e S 1 rdc st 8599 Apr 13 1998 security.html.4
B A e s 1 9xh sf 8910 Apr 17 1998 security.html.5

1263 cassandra /comp/security> 1ls -1 .archive

total 80

A 1 jxh sf 5456 Jun 04 1997 mxconns.html.l
e e o Sk 1 dxh st 4138 May 12 1995 security.html.l
e ot S 1 gxh sf 4523 Jun 10 1995 security.html.2
e S 1 jxh st 5327 Feb 18 1997 security.html.3
e A Shakes 1 rdc st 8599 Apr 13 1998 security.html.d
R e Skt 1 9xh st 8910 Apr 17 1998 security.html.b

1264 cassandra /comp/security> pwd
/afs/slac.stanford.edu/www/comp/security
1265 cassandra /comp/security> date

Tue May 2 14:28:23 PDT 2000

**4+  UNIX Archive Commands for .../security: Output:
355 cassandra /2000/0502> date

Tue May 2 12:37:27 PDT 2000
356 cassandra /2000/0502> pwd

http://www .slac.stanford.edu/archive/2000/0502/README 9/13/01
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58 casse
total 12
B il b A 1 winters sf 5179 May 02 12:19 sl
359 cassandra /200 > ls ~1 comp
total 8
drwxr-xr-x 2 winters st 1
ArwWXIr=XIr =% 8 winters sf 1 /
360 cassandra /2000/05%02> 1s -1
total 210
ArwXIWXTwWx 2 winters sf 6144 Oct 26 1999 CSA 10-27-99
drwXTrWwrIrwx 72 winters sf 4096 Oct 26 1999 Export-RC/
e S e o 1 winters sf 25314 May 03 1995 GoodTimesHoax FAQ
drwRIrwrrwx Z winters sf 4096 Oct 26 1999 SecStanddown/
drwxr-xr-x 3 winters sf 2048 Mar 23 16:23 csc-policies/
~YW—T==p =~ 1 winters st 7125 Nov 17 1997 re
~TW—I==~r~~ 1 winters sf 5573 Oct 27 1997 mxconns.html
~IW=L— Y~ 1 winters sf 7276 Mar 31 1998 nsecurity.html
N 1 winters st 3596 Apr 10 1998 passpolicy.html
~IW—Ir=-r~-- 1 winters sf 2274 Mar 19 1999 password-changing.html
“ITW-L—-r~~ 1 winters st 8975 Mar 31 1998 password.html
~IYW—IW-TwW=— 1 winters sf 7621 Aung 06 1999 passwordl.html
ArWXIWXIWX 2 winters sf 2048 Jun 22 1995 satan.tutorials/
“ITW—I==r== 1 winters sf 9366 Oct 26 1999 security.html
AdrwxXIrwWXIrwx 2 winters sf 2048 Sep 03 1999 slaconly/
B bl S 1 winters sf 5096 May 30 1998 websec.html
361 cassandra /2000/0502> fs listquota
Volume Name Quota Used ¢ Used Partition
www.arc.00 70000 18317 26% 42%
362 cassandra /2000/0502> fs listacl

Access list for is
Normal rights:
g-www rlidwka
system:slac rl
system:administrators rlidwka
system:authuser rl
363 cassandra /2000/0502> 1ls -1R comp/security >ls-sec-arch

364 cassandra /2000/0502> du -k comp/security/
12970 comp/security//CSA 10-27-99

2668 comp/security//Export-RC

2447 comp/security//SecStanddown

9 comp/security//csc-policies/archive

30 comp/security//csc-policies

35 comp/security//satan.tutorials

23 comp/security//slaconly

18260 comp/security/

365 cassandra /2000/0502> 1s -1

total 94

drwxr-xr-x .2 winters sf 2048 May 02 12:19 CONTEXT/

B e 1 winters sf 2725 May 02 12:35 README
drwxr-—-xr-x 4 winters sf 2048 May 02 11:48 comp/
~ITW—L—=T=— 1 winters sf 20472 May 02 12:41 ls-sec-arch
“rW—Y——y—- 1 winters sf 20447 May 02 12:33 ls-sec-prod

http://www slac.stanford.edu/archive/2000/0502/README 9/13/01
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1 rohitmi

19 password-changing. html
31 ssword.html

06 swordl . html

22 atan.tutorials/
26 ecurity.ntml
03 laconly/
30 websec.html
Oct 26 1999 (CSA 10-27-99/
Oct 26 1999 Export-RC/
May 03 1995 GoodTimesHoax FAQ
Oct 26 1999 SecStanddown/
Mar 23 16:23 csc-policies/
Nov 17 1997 grep
Cct 27 1997 nxconns.html
Mar 31 1998 nsecurity.html
Apr 10 1998 passpolicy.html
Mar 19 1999 password-changing.html
Mar 31 1998 password.html
Aug 06 1999 passwordl.html
Jun 22 1995 satan.tutorials/
Oct 26 1999 security.html
Sep 03 1999 slaconly/
May 30 1998 websec.html

> comp/security/CSA 10-27-99:

*** NB: "cp -P" preserves the date but not the creator or ACLs.
xoxx I need to learn how to use gtar to preserve those data.
374 cassandra /2000/0502> 1s -1R comp/security | wc

322 2734 20472

cassandra /2000/0502> wc ls-sec-arch

322 2734 20472 ls-sec-arch
cassandra /2000/0502> wc ls-sec-prod

322 2736 20447 ls-sec-prod

379 cassandra /2000/0502> pwd
/afs/slac.stanford.edu/www/archive/2000/0502

377

378

380 cassandra
Tue May
447 cassandra
Tue May 2
448 cassandra

2 12:

14:

/2000/0502> date
54:51 PDT 2000

/2000/0502> date
11:48 PDT 2000
/2000/0502> pwd

/afs/slac.stanford.edu/www/archive/2000/0502

449 cassandra /2000/0502> 1s -1 comp/security/.archive

total 80

B Sl T 1 winters sf 5456 Jun

http://www .slac.stanford.edu/archive/2000/0502/README

04 1997

mxconns.html. 1
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42 comp/security/.archiv
18302 comp/security
***  Only difference in kilobytes now is for .../slaconly,
¥ * presumably due to different treatment of symbolic link.

451 cassandra /2000/0502> 1s -la comp/security
total 222

Page 6 of 10

drwxr-xr-x 9 winters sf 2048 May 02 14:08 ./

drwxr-xr-x 4 winters sf 2048 May 02 11:48 ../

drwxr~xr-x 2 winters sf 2048 May 29 1998 .archive/
Adrwxrwxrwx 2 winters sf 6144 Oct 26 1999 CSA 10-27-99/
Adrwxrwxrwx 2 winters sf 4096 Oct 26 1999 Export-RC/

e R St 1 winters sf 25314 May 03 1995 GoodTimesHoax FAQ
Arwxrwxrwx 2 winters sf 4096 Oct 26 1999 SecStanddown/
drwxr-xr-x 3 winters sf 2048 Mar 23 16:23 csc-policies/
~LW=L=—T - 1 winters sf 7125 Nov 17 1997 grep

~TW=I==r=~ 1 winters sf 5573 Oct 27 1997 mxconns.html

AT A e 1 winters sf 7276 Mar 31 1998 nsecurity.html
~rW=Ir=-r=- 1 winters sf 3596 Apr 10 1998 passpolicy.html
~IW=—Ir--r=- 1 winters sf 2274 Mar 19 1999 password-changing.html
~rW=F==Y~- 1 winters sf 8975 Mar 31 1998 password.html
~IW=XW=IW= 1 winters sf 7621 Rug 06 1999 passwordl.html
Arwxrwxrwx 2 winters sf 2048 Jun 22 1995 satan.tutorials/
~IW=L== = 1 winters sf 9366 Oct 26 1999 security.html
ArwXIrwrrwx 2 winters sf 2048 Sep 03 1999 slaconly/

Rl e R 1 winters sf 5096 May 30 1998 websec.html

452 cassandra /2000/0502> pwd
/afs/slac.stanford.edu/www/archive/2000/0502
453 cassandra /2000/0502> date

Tue May 2 14:22:27 PDT 2000

*** UNIX Archiving Commands for .../policy: Input:
1209 cassandra /comp/security> cd ../policy

1210 cassandra /comp/policy> date

Tue May 2 12:57:20 PDT 2000

1211 cassandra /comp/policy> pwd
/afs/slac.stanford.edu/www/comp/policy

1213 cassandra /comp/policy> fs 1lg

Volume Name Quota Used % Used
W 300000 179332 60% 42%
1214 cassandra /comp/policy> fs la

http://www.slac.stanford.edu/archive/2000/0502/README

9/13/01
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1 sf 143 1
R i rdc sf 1€ i html
SrWe e 1 cottrell sf 12 1997
R e 1 boeheim sf 2957 1 1596
~rWere-re— 1 rde st 2028 Ma- 1998
“TWHIWHIWK 1 cottrell sf 82432 Aug 28 1898 shared-phones.doc™
~TWXLWHTWK 1 cottrell st 3843 Aug 28 1998 shared-phones.html*
“rW-r=—r - 1 rdc st 8728 Jan 25 10:36 use.html
1216 cassandra /comp/policy> ls -1R >/afs/slac/www/archive/2000/0502/1s~-pol-prod
1224 cassandra /comp/policy> 1s ~1R | wc

9 74 564

1225 cassandra /comp/policy> cd ..
1226 cassandra /www/comp> du -k policy
119 policy

1227 cassandra /www/comp> cd policy
1228 cassandra /comp/policy> pwd

/afs/slac.stanford.edu/www/comp/policy
1229 cassandra /comp/policy> cp -p * /afs/slac/www/archive/2000/0502/comp/policy/.

**#%  UNIX Archive Commands for .../policy: Output:

381 cassandra /2000/0502> pwd
/afs/slac.stanford.edu/www/archive/2000/0502
382 cassandra /2000/0502> date

Tue May 2 13:01:00 PDT 2000

383 cassandra /2000/0502> 1s -1

total 110

drwxr-xr-x 2 winters sf 2048 May 02 12:19 CONTEXT/
“rWer=-r~- 1 winters st 9329 May 02 12:58 README
drwxr-xr-x 4 winters sf 2048 May 02 11:48 conp/

e e 1 winters sf 564 May 02 13:00 ls-pol-prod
~ITW—L=~r~~ 1 winters st 20472 May 02 12:41 ls-sec-~arch
~IW=r--r=-- 1 winters sf 20447 May 02 12:33 ls-sec-prod

408 cassandra /comp/policy> pwd
/afs/slac.stanford.edu/www/archive/2000/0502/conp/policy

409 cassandra /comp/policy> ls -1 > /afs/slac/www/archive/2000/0502/1s~pol-arch
410 cassandra /comp/policy> cd ../..

411 cassandra /2000/0502> 1s -1

total 116

TWHI ~XT =X 2 winters sf 2048 May 02 12:19 CONTEXT/
—LW= ==Y ~~ 1 winters st 11310 May 02 13:07 README
drwxr—xr-x 4 winters sf 2048 May 02 11:48 comp/
—rW= L~y 1 winters sf 564 May 02 13:19 ls-pol-arch
~IrW=C ==L~ 1 winters sf 564 May 02 13:00 ls-pol-prod
AR Al 1 winters st 20472 May 02 12:41 ls-sec-arch
SLWe L 1 winters sf 20447 May 02 12:33 ls-sec-prod
412 cassandra /2000/0502> wc ls-pol-arch

9 74 564 ls-pol-arch

http://www.slac.stanford.edu/archive/2000/0502/README 9/13/01
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l-prod

41 cass

total 11

drwxr=-xr-x 2 winters st

BT AT b 1 winters st

AT WXIT=Xr~X% I winters sf

e Y 1 winters st

—p L Y 1 winters st

e Y 1 winters sf 20472
e e A 1 winters sf 20447
416 cassandra /2000/0502> cd comp/policy
417 cassandra /comp/policy> fs la

Access list for . is

Normal rights:

g-www rlidwka
system:slac rl
system:administrators rlidwka
system:authuser rl
418 cassandra /comp/policy> fs lg
Volume Name Quota Used % Used Partition
www.arc.00 70000 18466 26% 42%
419 cassandra /comp/policy> cd

421 cassandra /0502/comp> du -k policy
119 policy

430 cassandra /comp/policy> ls -1 | wc

9 74 564
431 cassandra /comp/policy> pwd
Jafs/slac.stanford.edu/www/archive/2000/0502/comp/policy

454 cassandra /2000/0502> fs listquota

Volume Name Quota Used % Used Partition
www.arc. 00 70000 18520 26% 42%
455 cassandra /2000/0502> pwd
/afs/slac.stanford.edu/www/archive/2000/0502

456 cassandra /2000/0502> date

Tue May 2 14:43:20 PDT 2000

**%x README file created 2 May 2000 by Joan M. Winters, SLAC Computing Services

*+* Rename "1s" files to more mnemonic names.

1305 cassandra /2000/0502> date

Mon May 22 12:32:23 PDT 2000

1306 cassandra /2000/0502> pwd
/afs/slac.stanford.edu/www/archive/2000/0502
1307 cassandra /2000/0502> 1ls ~1

total 132
drwxr-xr-x 2 winters sf 2048 May 02 14:40 CONTEXT/
—IWeL ==L~ 1 winters st 20327 May 02 17:50 README

http://www slac.stanford.edu/archive/2000/0502/README 9/13/01
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ArwrRr-xr-x

S e e
“y==r--r--
e
S Sl

1319 cassandra

1320 cassandra

1321 ca wdra

1322 cassandra

cverwrite ls-secur

1323 cassandra /2000/0502> 1is

total 132

drwxr-xr—x 2 winters st 2048 May 02 14:40 COb

A e 1 winters sf 20327 May 02 17:50 RE

drwxr-xr-x 4 winters sft 2048 May 02 11:48 comp/

S e 1 winters st 0 May 22 12:33 1s

—pe—r——r-- 1 winters sf 564 May 02 13:19 ls-policy-archive
b A 1 winters st 564 May 02 13:00 ls-policy-production
mpm=r==r-- 1 winters st 20447 May 02 12:33 ls-sec-prod

R St s abE 1 winters st 20472 May 02 12:41 ls-security-archive
1324 cassandra /2000/0502> mv ls-sec-prod ls-security-production

1431 cassandra /2000/0502> pwd
/afs/slac.stanford.edu/www/archive/2000/0502
1432 cassandra /2000/0502> date

Mon May 22 14:11:49 PDT 2000

1433 cassandra /2000/0502> whoami

winters

1434 cassandra /2000/0502> 1s -1

total 136

drwxr-xr-x 2 winters sf 2048 May 02 14:40 CONTEXT/

“rW=r=-r—- 1 winters sf 22254 May 22 14:11 README

drwxr-xr-x 4 winters sf 2048 May 02 11:48 comp/

~rW—L=—r~= 1 winters st 0 May 22 12:33 1s

S S G b 1 winters st 564 May 02 13:19 ls-policy-archive
e 1 winters sf 564 May 02 13:00 ls-policy-production
e 1 winters sf 20472 May 02 12:41 ls-security-archive
—r==r=--r-- 1 winters st 20447 May 02 12:33 ls-security-production

1435 cassandra /2000/0502> mv 1ls* CONTEXT/.
1436 cassandra /2000/0502> 1s -1
total 52

drwxr=-xr-x 2 winters sf 2048 May 22 14:12 CONTEXT/

“rW=r==-r--— 1 winters st 22254 May 22 14:11 README

drwxr-xr-x 4 winters sf 2048 May 02 11:48 comp/

1437 cassandra /2000/0502> ls -1 CONTEXT

total 106

A et S 1 winters st 5179 May 02 12:19 jmdeken.eml

R e e 1 winters st 0 May 22 12:33 1s

B A S abehs 1 winters sf 564 May 02 13:19 ls-policy-archive

b S o ke 1 winters st 564 May 02 13:00 ls-policy-production
e o i 1 winters sf 20472 May 02 12:41 ls-security-archive
A s St 1 winters sf 20447 May 02 12:33 ls-security-production
R A St 1 winters st 4441 May 02 14:40 lynda.eml

1438 cassandra /2000/0502> rm CONTEXT/ls
rm: Remove CONTEXT/1ls? y
1439 cassandra /2000/0502> 1ls -1 CONTEXT/

total 106
A s S 1 winters sf 5179 May 02 12:19 jmdeken.eml
e A P Sk 1 winters sf 564 May 02 13:19 ls-policy~archive

http://www slac.stanford.edu/archive/2000/0502/README 9/13/01
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Pt i et 1 winters sf
e L 1 winters st
e Y Y 1 winters sf
B it e e 1 winters st
1440 cassandra /2000/0502>
Mo May 22 14:14:53 PDT 201

1 winters sf 21

1 winters sf 2 ion
~ LWL 1 winters sf 1 le-nmtf-archi
e e 1 winters st 1 lg-nmtf-production
~LW=L==L== 1 winters st : winters.eml
1778 cassandra /0522/CONTEXT> chmod u-w *
1779 cassandra /0522/CONTEXT> 1ls -1
total 156
o il el A 1 winters sf 20745 May 26 19:37 find-nmtf-archive
B S b ahh 1 winters sf 20743 May 26 19:39 find-nmtf-production
e e 1 winters sf 14470 May 26 19:29 ls-nmtf-archive
—p=—Ye—r—- 1 winters st 14470 May 22 13:21 ls-nmtf-production
—f=——I——r=- 1 winters sf 5859 May 26 20:25 winters.eml

1780 cassandra /0522/CONTEXT> cd

1781 cassandra /2000/0522> pwd
/afs/slac.stanford.edu/www/archive/2000/0522
1782 cassandra /2000/0522> 1s -1

total 34

drwxXr=xr—x 2 winters sf 2048 May 26 20:25 CONTEXT/
—PW=T==r~-— 1 winters st 13222 May 26 20:10 README
drwxr-xr-x 3 winters sf 2048 May 22 13:32 xorg/
1783 cassandra /2000/0522> fs la

Access list for . is

Normal rights:
g-www rlidwka
system:slac rl
system:administrators rlidwka
system:authuser rl

*+% README file updated 22 May 2000 by Joan M. Winters, SLAC Computing Services
*Ax Update included this last section and some comments throughout.
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As discussed (now that I have enough room :-) ), I've copied the entire production UNIX AFS WWW
trees related to computing security at:

/afs/slac.stanford.edu/www/comp/security
/afs/slac.stanford.edu/www/comp/policy

into the UNIX AFS WWW archive at:

/afs/slac.stanford.edu/archive/2000/0502/comp/security
/afs/slac.stanford.edu/archive/2000/0502/comp/policy

This is a superset of what Lynda requested. Since the whole computing security Web area is being
revised, it seemed reasonable to take an archival copy of the entire pair of spaces now.

For details on the process, see:
/afs/slac.stanford.edu/archive/2000/0502/README

N.B.: The archived files may link outside of .../archive space if they use fully qualified links. You can
tell whether you're inside the archive or outside by the URL. Check to see if it includes the word

"/archive". If so, you're inside.

The pages may also include current, not archived, images, if the links use fully qualified or partially
qualified URL. Relative URL should point to archived images. To detect misleading, current images,
you need to read the source (or remember [sometimes a riskier business...]).

Joan

----- Original Message -----

From: Lynda Winslow

To: winters@SLAC .Stanford.EDU

Sent: Saturday, April 22, 2000 10:28 PM
Subject: security files to archive

Hi Joan.

Here's the list of security files to copy into an archive (since they will be restructured and changed) so
far:

* Changing passwords:
http://www.slac.stanford.edu/comp/security/password-changing.html,

vintage '98

* Password policy:

http://www slac.stanford.edu/comp/security/passpolicy.html, vintage

'97

* Computing Security at SLAC: http://www.slac.stanford.edu/comp/security/security.html

* Policies and Practices (its awful title is 'Netscape: HTML document for the World-Wide Web') at
http://www slac.stanford.edu/comp/security/csc-policies/slac-policies.html

mhtml:http://www.slac.stanford.edu/archive/2000/0502/CONTEX T/winters.em] 9/13/01
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* The "official" version of Richter's statement points to a page titled "Computing Policies" at
http://www.slac.stanford.edu/comp/policy/policy.html , and that page needs to be archived and taken
down.

* Windows NT security fixes page (http://www slac stanford.edu/comp/policy/NT-Update-
Policy.html) is vintage 98. It needs a little formatting. If it is still correct, that's all.

So, none of these are in the www2 space!
And when I look around in that part of the web space, I'm not sure where | may be working yet for the

security group. I guess maybe we'll wait on that.

Simba

mhtml:http://www slac.stanford.edu/archive/2000/0502/CONTEX T/winters.eml 9/13/01
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Name Last modified Size Description
3 Parent Directory 0Z2~May-2000 11:48 -
@ Imaged.qgif 28-Aug~1998 16:37 14k
NT-Update~Policy.html 06-May~-1998 15:14 2k
block-email.html 15-Dec~1997 11:24 1k

L
node-names 21-Mar-199%6 23:21 3k
policy.html 06-May~-1998 15:22 2k
@ shared-phones.doc 28-Aug-1998 16:36 81k
o
shared-phones.html 28-Aug-19298 16:37 4k
W
use.html 25-Jan-2000 10:36 9k
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Windows NT Security Fixes

The Windows NT operating system is complex to maintain. Weaknesses have been and will continue to
be exploited and improperly maintained systems put SLAC's computing infrastructure at risk.

Policy

All NT servers and workstations shall be maintained at the current stable Service Pack for the release it
is running; and all appropriate security related hotfixes shall be installed.

Exceptions on the basis of critical application requirements may be granted by the Domain
Administrator and will be reviewed by the SLAC Computer Security Officer.

Windows NT systems will be audited by the SLAC Computer Security Officer and administrators shall
demonstrate to the satisfaction of the Computer Security Officer that NT systems under their
responsibility have appropriate service fixes installed.

The SLAC Computer Security Officer will maintain a list of security-related fixes with an explanation
of the problems they address.

SCS recommends the use of SMS in order to reduce the time necessary to install fixes and maintain
required documentation, and will work with domain administrators to implement SMS appropriately for

their domain.

Owner: Bob Cowles
Last Modified May 6, 1998

http://www.slac.stanford.edu/archive/ZOOO/OS02/comp/policy/NT—Update-Policy.html 9/13/01
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ik

. EMAIL Blocking at SLAC

e

fad Toad?

SLAC 21 August 1997

SLAC blocks email from any domain which delivers Unsolicited Commercial Email (spam) to SLAC
and which has not delivered any legitimate email to SLAC during the previous 30 days. Once a domain
has been blocked any attempts to deliver mail to SLAC will be terminated and an appropriate error
message will be generated for the sending domain postmaster and user (1f vahd).

This action became necessary due to the increasing volume of unwanted email coming into SLAC. The
emails are often offensive to SLAC users, they can interfere with legitimate work and delivery of such
messages via SLAC computers constitutes abuse of Government property. "

For more information on the volume of spams being seen, the error messages that may be seen by a user
sending email through a "spamming domain", and how to find out more see: Email at SLAC

If you have further questions contact the SLAC Postmaster, Teresa Downey, either via email
(Postmaster@’SLAC.Stanford.Edu) or via telephone (x2903).

Richard Mount
Director, SCS

http://www slac.stanford.edu/archive/2000/0502/comp/policy/block-email.html 9/13/01
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Group Theme Examples

Reason Cluster Names of elementary particles kaon, bstar, bzero

B Factory Names of birds condor, penguin, crow

Tau-Charm Names of painters picasso, goya

SLD Names of musical composers bach, ravel

BES Names of gem stones topaz

Theory Group The string "th" followed by the thnext, thnextb
machine type ("next") followed
by a letter or number or blank

Acc. Physics Names of famous accelerator hansen, courant
physicists

Group A Nexts The string "ea”" followed by the eanexta, eanextm
machine type ("next") followed
by a letter

Group A RS/6000 Sesame Street characters pigbird

Group B The string "eb" followed by the ebnextk, ebnextm
machine type ("next") followed
by a letter

Group E Names of lizards and reptiles iguana, gecko

Group G The string "eg" followed by the egnextl, egnext?2
machine type ("next") followed
by a number

Group CB Names of galactic X-ray sources sco-x1

(the brightest in the sky being
Scorpio X1, hence sco-x1)

http://www slac.stanford.edu/archive/2000/0502/comp/policy/node-names 9/13/01
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Group RD The string "rd" followed by a

SCs i sisyphus, Lroe
ES & H Names of plants elm, 1

PR TS -
eldsunl s Hesun 1

CAD Group
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Computing Policies
06 May 1998

Welcome ] Highlighted | Detailed | What's New | Search |
Phonebook |

This is an early version of a Web page to centralize pointers to statements of Policy.

Use of SLAC Information Resources

Memo signed by Burton Richter in January, 1998
The primary SLAC policy statement governing the use of information resources.

Other Policy Statements

Stanford University policy
The "Computer and Network Usage Policy" for users of Stanford computing and network

resources, signed by the President.

Windows NT Update Policy
Draft policy on maintaining security patches and fixes on Windows NT systems attached to the

SLAC network.

Owner: Bob Cowles

http://www.slac.stanford.edu/archive/2000/0502/comp/policy/policy.html 9/13/01
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The following notice applies to all users of SLAC information resources, authenticated or not,
authorized or not.

NOTICE TO USERS

This computer system and/or its connection to the network of the Stanford Linear Accelerator Center
(SLAC) is for authorized use only. Users (authorized or unauthorized) have no explicit or implicit
expectation of privacy.

Any or all uses of this system or network and all stored or transmitted files may be intercepted,
monitored, recorded, copied, audited, inspected, and disclosed to authorized site, government, and law
enforcement personnel. By using this system or network, the user consents to such interception,
monitoring, recording, copying, auditing, inspection, and disclosure at the discretion of authorized

personnel.

Unauthorized or improper use of this system may result in administrative disciplinary action and civil
and criminal penalties. By continuing to use this system you indicate your awareness of and consent to
these terms and conditions of use. LOG OFF IMMEDIATELY if you do not agree to the conditions

stated in this warning.

More detailed SLAC policy and rules for computing, including appropriate use, may be found at
hitp://www.slac.stanford.edu/comp/security/csc-policies/info-res-use.html

The following notice applies to all members of the SLAC Community, including employees,
collaborators, and other authorized users of SLAC information resources.

Use of SLAC Information Resources

Burton Richter, January 1998

Working at SLAC we have certain responsibilities imposed on us by Stanford University, and the U. S.
Department of Energy regarding the use of information resources. As Director of the Laboratory, I want
to remind everyone of these responsibilities and the serious consequences to us as individuals if we do

not adhere to the regulations that govern us.

SLAC information resources are government property and, as such, are subject to "appropriate use"
requirements found in federal law and the provisions of the SLAC contract pertaining to the proper use,
protection, accountability and disposition of government property. These laws and policies apply to all
data-communication and telecommunication facilities and services (including, but not limited to, e-mail,
telephones, voice mail, faxes, SLAC data, networking services, storage media, computers and associated
peripherals and software), whether for administration, research, teaching or other purposes. Connecting’
equipment not owned by SLAC to SLAC networks is a use of SLAC information resources.

Any member of the SLAC community who, without authorization, threatens the access and

sharing of information is engaging in unethical and unacceptable conduct. Such unethical conduct
includes destroying, altering, dismantling or damaging SLAC information resources, or

http://www.slac.stanford.edu/archive/2000/0502/comp/policy/use.html 9/13/01



Use of SLAC Information Resources Page 2 of 3

interfering with access to or use of these SLAC resources.

The following is an outline of some of the responsibilitics of those who use SLAC information
resources.

This document, together with more detailed policy and security information including a link to the
Stanford University Computer and Network Usage Policy, may be accessed at:

http://www slac.stanford.edu/comp/policy/policy.html, which will contain relevant new information as it
develops. :

General

« Suspected misuse of SLAC information resources must be reported at once. This is an affirmative
duty. The SCS Help Desk (Ext. HELP [4357] ) can ensure that you are put in contact with the
proper authority for receiving such a report.

« SLAC information resources -- including browsing the World Wide Web (WWW) -- may only be
used for work related to SLAC business. Minor incidental personal use is allowed if it satisfies the
following criteria:

o It does not impact or interfere with the employee's legitimate job performance;

o It does not impact or interfere with the work of any other employee or the correct
functioning of any SLAC information resource;

o It does not support running a business or paid consulting;

o It does not involve illegal activities or violate SLAC policy;

o It does not involve any activity that will potentially embarrass SLAC, DoE or Stanford

University or result in a loss of public trust.

. Confidential information such as data that might give unfair advantage to a vendor, e-mail, and

personnel records is stored on SLAC computers:
o Users should take appropriate steps to protect confidential information for which they are

responsible. For information concerning the protection of data from unauthorized use,

contact the SCS Help Desk.
o Users should not attempt to gain unauthorized access to confidential information. Users

suspecting that they have accidentally gained access to confidential information should not
use or disseminate the information and should report the incident to
security@slac.stanford.edu.

Computer Hardware and Software

« SLAC computer accounts are normally intended for use only by the individual assigned to that
account. Each account holder is responsible for the resources used by that account and for taking
necessary precautions to prevent others from using the account. Shared accounts require adequate
justification and explicit authorization. Users shall not seek to gain or enable unauthorized access
to information resources.

Passwords must be chosen with care and not divulged to anyone. Different classes of system, for
example business systems, scientific computing systems and accelerator control systems have
different requirements on user passwords. Users are responsible for following the password
policies for the systems on which they have accounts.

Users shall not interfere with the intended use of SLAC information resources or without
authorization: destroy, alter, dismantle, disfigure, prevent rightful access to, or otherwise interfere
with the integrity of computer-based information and/or information resources.

http://www.slac.stanford.edu/archive/2000/0502/comp/policy/use.html 9/13/01



Use of SLAC Information Resources Page 3 of 3

Unauthorized copying of copyrighted software is strictly prohibited.
Electronic Communications

Because electronic communications (e-mail, news groups, contributions, etc.) pertain to SLAC
business, their content reflects on SLAC. Therefore, it is important that such items be professional
and not personal in nature. Use of SLAC's electronic communication facilities to send fraudulent,
harassing, obscene, threatening, racial, sexual or other unlawful messages is prohibited and illegal,
as is use of SLAC information resources for lobbying of any kind.

Electronic communication files such as e-mail are not intended for general dissemination.
Unauthorized perusal of such files is not permitted. Conversely, sensitive data should not be sent
as e-mail because no means of storage or transmission available at SLAC is completely secure.
SLAC's contract with the government makes virtually all information on SLAC computer systems,
including e-mail, available to the government. It is not SLAC policy to routinely monitor e-mail.
However, SLAC cannot and does not guarantee the privacy of e-mail communications.

E-mail may be discoverable in a legal proceeding and in some circumstances, e-mail may be
retrievable even after it has been "deleted".

SLAC requires that users act in accordance with these responsibilities, SLAC policy, University policy,
and relevant laws and contractual obligations. In order to assure all relevant parties that no misuse of

resources occurs, SLAC reserves the right to sample stored or in-transit data at any time. Improper use
of computing facilities may lead to disciplinary actions up to and including termination and/or legal

action.

Burton Richter Director

Stanford Linear Accelerator Center

http://www slac.stanford.edu/archive/2000/0502/comp/policy/use.html 9/13/01
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Computer Security at SLAC
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