BECKHOFF

Products for Industrie 4.0 and IoT

BECKHOFF
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Business Goals of End Customers BECKHOFF

Reduce production costs
Increase product quality

Efficient production control
Minimize production losses

—>Increase competitiveness !!



Business Goals of Machine Builders BECKHOFF

Reduce machine costs

Smart machine optimization |
— Optimize production cycle times

— Optimize energy consumption

Efficient machine maintenance
— Dedicated and predictable

= |[ncrease machine attractiveness

—>Increase competitiveness !
—>Develop new business models



Implementation Strategies BECKHOFF

= More and detailed data
— Metadata
— Easy and secure data access
— ‘Infinite’ data storage

= Powerful and scalable tools
— Location-independent availability
— High usability
— High uptime and reliability
— Easy integration into infrastructure
— Use of standards



Requirements BECKHOFF

= “More detailed data”
— Capture more process data ERP
— Data transport / exchange
— Data storage
— Data analysis MES
— Data security

HMI

PLCs
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Requirements BECKHOFF

= “More detailed data”
— Capture more process data ERP
— Data transport / exchange
— Data storage
— Data analysis MES
— Data security

HMI

Analytics

AUE on the device
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Requirements BECKHOFF

= Central Server
€ High hard-/software costs
€ High know-how and staff required
€ High maintenance effort
€d Poor scalability
Q) Good security

Analytics
N tools

PLCs




Requirements BECKHOFF

= Better solution: Cloud services
(9 Low hard-/software costs
( Little expertise (‘know how’) and staff required
(» Low maintenance effort
(o Great scalability

(9 Good security
Analytics J

Connectivity | =

PLCs




Solutions

* Cloud Computing
“l...] on-demand network
access to a pool of configurable
computing resources that can
be rapidly provisioned and
released with minimal
management effort [...]*

NIST 2011

= Different types
— Public Cloud

— Private Cloud
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Solutions BECKHOFF

= Public Cloud Service Provider Virtual Web Sites Cloud Storage

Machines Services Services
— Provides access to his data
center infrastructure, e.g. for:

— Communication services sec
— Storage services
— Analytics services

Analytics
Services

Microsoft Azure

= Examples:
— Microsoft Azure
— Amazon AWS
— Google Cloud Platform
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Solutions BECKHOFF

= TwinCAT loT product family

— Provides easy connectivity amazon - . owsAzure
for loT communication

Public/Private Cloud Service /

Y,

— Supports several Public and >
Private Cloud systems

— Supports standardized
communication via MQTT,
AMQP, OPC-UA

— Enables push technologies
to wearable devices
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Solutions BECKHOFF

MQTT Broker

TwinCAT

E Mqtt_Publish(topic, value) ’
E value Mqtt_Subscribe(topic) ’

Realtime State Machine

1 358 250 Sy
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Solutions BECKHOFF

= TwinCAT loT Product Family

—TF670x IoT Communication
— Publish/Subscribe data exchange via MQTT/AMQP

—TF671x loT Functions
; ; : Amazon AWS
— Easy connectivity for Public Cloud services :

»
.....

....... - Microsoft Azure and AmazonAWS ¢ /ﬁ

TwinCAT

Realtime State Machine
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Solutions BECKHOFF

= TwinCAT loT Product Family

— TF670x IoT Communication
— Publish/Subscribe data exchange via MQTT/AMQP

Public/Private Cloud Service

— TF671x loT Functions
— Easy connectivity for Public Cloud services
— Microsoft Azure and Amazon AWS

— TF672x 10T Data Agent
. Gateway application for Cloud connectivity
— Easy configuration without programming

TwinCAT
Runtime
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3rd Party
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Solutions BECKHOFF

= TwinCAT loT Product Family

— TF670x IoT Communication
— Publish/Subscribe data exchange via MQTT/AMQP

— TF671x 10T Functions
— Easy connectivity for Public Cloud services w
— Microsoft Azure and Amazon AWS j

— TF672x 10T Data Agent
— Gateway application for Cloud connectivity TWinCAT

— Easy configuration without programming W’
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Publish/Subscribe BECKHOFF

TwinCAT loT Communicator

Connectivity Service
“Message Broker”

.
™
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=
=
=
w
@

« Devices do not need to know each other
—> decoupling of applications

« All communication is outgoing
—> easy firewall configuration
—> easy setup in IT infrastructure

« MQTT/AMQP
—> lightweight, standardized protocols
—> high performance

Advantages




Publish/Subscribe

BECKHOFF

192.168.0.1 41.41.41.41

| BECKHOFF

¥ & 0346
TwinCAT loT Communicator (o}

Firewall

Connectivity Service
42.42.42.42
—

I >

192.168.0.1 12345 42.42.42.42 1883

TCP reply

42.42.42.42 1883 41.41.41.41 12345




BECKHOFF

Broker Example

@ o034
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TwinCAT loT Communicator

SCADA/ERP/.../....

Cloud
TwinCAT Runtime J

Message Broker

<
TwinCAT Analytics =Il%
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Beckhoff Cloud Scenarios BECKHOFF

Connectivity Service ] Connectivity Service Connectivity Service

| | 1
MQTT TwinCAT loT TwinCAT loT
AMQP Data Agent Data Agent
OPC-UA
ADS t OPC-UA

TwWinCAT 3 TWinCAT 2 Third Party B
Controller Controller Controller =

Microsoft
Azure

Y
Machine Existing Machine Machine /O Signal




loT Coupler (EK9160) BECKHOFF

= Publish/Subscribe to process data via cloud service
* No TwinCAT System Manager necessary
» Using IPC Diagnostics website for configuration

L% BECKHOFF Device Manager

MQTT-Devices M ICI’OSOft

@ BECKHOFF Azure
60
Brok /-
Device Device 1 <
ol L
-
[&]
=
Device Device2
Usemane
Passa
[&]
=
Device Devicel
Usemame —
passwad —
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loT Coupler (EK9160) BECKHOFF

= Automatic I/O detection and configuration
= Simply select I/O channels and enable/disable for a Cloud service

3 BECKHOFF Device Manager

Configure /0 Microsoft
EL2209 EL2809 EL2209 ELI209 EL2809 EL2209 EL2209 BECKHOFF AZU re
EK9160
> ey
. 4 ) RUN Certified
00 °0 o0 o0 ®o o0 o0 o
oo 00 o oo 00 oo Em
g S 2S4S 28 28 0 S
[ X B N BN ¥ o0 80 80
- 00 00 00 00 o0 00 o0
E o0 00 00 oo 00 00
E..occooo ® o0 00 o0

Subscriber Symbol Terminal Cutputs Enabled Device
Terrn 9 (EL2809). Channel 1.0utput Channel 1.0utput < Device 2 (lot Mytt) v
Terrn 9 (EL2809). Channel 2.Output Channel 2. Output < Device 2 (lot Mytt) v
Terrn 5 (EL2809). Channel 3. Qutput Channel 3.0utput < Device 2 (lot Mgtt) v
Term 5 (EL2805). Channel 4. Output Channel 4. Output i Device 2 (lot Mgtt) v
Term & (EL2805). Channel 5. Output Channel 5. Cutput i Device 2 (lot Mgtt) v
Term 5 (EL2805). Channel 6. Cutput Channel B.Cutput T Device 2 (lot Mgtt) v
Term & (EL2805). Channel 7. Output Channel 7. Cutput & Device 2 (lot Mgtt) v
Term & (EL2805). Channel 8. Output Channel 8. Cutput ~ Device 2 (lot Mgtt) v
Term 9 (EL280%). Channel 9. Cutput Channel 9. Output < Dievice 2 (lot Mqtt) v
< Device 2 (lot Mytt) v

Terrn 9 (EL2809). Channel 10, Output Channel 10.Output
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TwinCAT loT Success Story

BECKHOFF

Flyer for Hanover tradeshow

» 160 apartments in a student
dormitrory

= Apartments quipped with either
BC9191 or CX9020 devices

» Cyclic logging of energy data
= Approximately 3200 data points

» Energy data send to Microsoft
Azure Cloud for Analytics

First TwWinCAT IoT success story

Commercial Building insights through

Grundfos
living lab

Public/Private
Cloud Service

P\nlish‘ Ll [Swscibe

Aare | Awre MQTT 3 TwinCATIoT |_| 0PCUA
loTHe  FventHub  Broker Data Agent
PEE R Jos
Config |  DataAgent Core —_—
oMy [ TwinGAT

:I
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Fieldbus

Sensors, Actuators

In an energy and smart i Grundfos, Beckhoff and
Microsaft equipped 2 domitory building in Arhus with intelligent PLC devices
that connect to the Microsoft Azure doud in order to use a scalable and power-
ful platform for data storage, analysis and alarm handling. The building consists
of 11 floors with 2 total of 156 apartments and 3000 sensors that collect energy

data every 5 saconds. The energy data constitutes the living lab, that benefits

the students in the building, the facility management and Grundfos Research

and Technology. Through different research studies that involve the buildings

residents and facility management, Grundfos tries to gain new insight in the

different application scenarios for existing Grundfos products, but is also looking i
for new business models and product offerings depending on the usage of their 5= |
products. The University of Arhus is involved in the studies and conducting 4—'_ i“
resaarch in the area of behavior related energy consumption. x
Grundios has been working together with Backhoff and Microsoft on establi- ' -}

shing a solid platform that is able to handle the amount of data and provide
deeper insight on the sampled data for the stakeholders and end users of this

project. Sensors are wired up to Beckhoff BCO191 Bus Coupler and CX9000 S = SR

Embedded PLC Controllers and locally brokered via an Beckhoff Industrial PC

;Iﬂ;ﬂéﬂﬂ'
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Azure loT Suite and Beckhoff standard devices

Publizhed by

Pontrol

3=
=4
devices

EtherCAT

=)

that acts as a gateway to the Microsoft Azure Coud. The communication to
each PLC Controller is via OPC-UA. G
way PC to the Microsoft IoT Hub is handled by the Beckhoff standard product
TwinCAT loT Data Agent, which provides a very good de-coupling of the PLC
device and the Cloud environment and is set-up via an easy-to-use configurator.

ion from the Gate-




Beckhoff Cloud scenarios BECKHOFF

Storage hAnalytics | Storage h Analytics | Storage h Analytics |

A
1 1 1 1

MQTT TwinCAT loT TwinCAT loT

AMQP Data Agent Data Agent

OPC-UA

ADS t OPC-UA
TWIiNCAT 3 TWIiNCAT 2 Third Party : TWInCAT Analytics ‘
Controller Controller Controller :t:
_ End Machine  Auto-

% User Builder = mation

Microsoft
Azure

will |

Machine Existing Machine Machine /O Signal Working Station




Solution validation / end user

» Reduce production costs
() data analytics for predictive maintenance
(& higher machine availability

(9 higher machine productivity

» [ncrease product quality
(o data analytics for machine optimizations
(o better control of reject parts

= Efficient production control
(s location independent data aggregation
(9 optimized production chain

26
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Solution validation / machine builder

» Reduce machine costs
W easier and faster engineering for M2M
(v decreased hard-/software costs
(o high scalability of infrastructure

= Efficient machine maintenance
(& ongoing analysis of process data

= Smart machine optimization
() detailed analysis of machine parameters

- Increased machine attractivity
- New business models for custom services

27



TwinCAT loT Webinar BECKHOFF

Language: German
Date: 29.03.2016
Duration: 30 minutes
Speaker: Sven Goldstein

Windows Azure™
Amazon Web Services™

- Language: English

..*;;‘, i Date: 30.03.2016

L % Duration: 30 minutes
Speaker: Daymon Thompson

= \Webinars now available in archive !
www.beckhoff.de/webinar

www.beckhoff.com/webinar 0 Signals, Fieldbus
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