Introduction

The next step in the Terapaths Dynamic Path Selection (TDPS) project is to take the initial research implementation and deploy it in various sites  in non-development environments. This will help to try it out, expose issues, provide feedback to developers, determine its suitability and stability, compare to other forms of network segregation and performance enhancements, determine suitable applications and parameters for the Terapaths implementation (e.g. video conferencing, data transfer, real time control), what security risks the Terapaths architecture poses and to determine the compromises and resources needed and how it applies to USAtlas sites  etc. Currently Terapaths has been installed at the University of Michigan and Boston University. 

Deploying at SLAC is the next challenge. In many ways SLAC is a new challenge as it is a DoE Lab and has many new constraints compared to a university.

Prior Work

SLAC has been part of the overall Terapaths project for the last two years mainly focusing on monitoring issues. In particular to provide a production quality Netflow measurement, analysis, reporting and user interface system tailored to USAtlas needs. This is now in production use at BNL. 

As part of the TDPS project, SLAC has already purchased a suitable Cisco 65xx router. It was installed as a test set up at SLAC for the successful BNL-led Terapaths SuperComputing 2007 (SC07) demonstration. During the demo the SLAC equipment was on an external enclave.  SLAC put together a security plan for this set up, and following SC07 it was agreed to take down the setup, pending addressing security concerns related to moving to accessing production services. 

TDPS Evaluation Proposal 

The SLAC Terapaths team will work with SLAC security to create a document to address the security concerns with deploying Terapaths dynamic path selection for the USAtlas tier 2 site at SLAC. Initially this will be oriented towards a research set-up to enable us to learn the costs/benefits, and determine if and how to move towards production services. We will start from the current SC07 document and plan to have a rough first cut by end December 2007. This will be shared and reviewed with SLAC security and Terapaths to improve and make sure it makes sense. We hope to have a working agreed upon copy available by the end January 2008. As experience shows, this document will evolve the security plan to enable access to USAtlas tier 2 computing services located at SLAC. Following the plan we will implement a first cut at implementing TDPS access to limited SLAC resources in a research environment. Based on experiences, this  will be followed by implementing a test set up with access to parts of the production SLAC USAtlas resources. The goal is to have a first cut at a service that interfaces with production farm nodes by the USAtlas Intensive Data Test in May. 

TPDS Deliverables

In depth discussions between the Terapaths project and SLAC Security will proceed with a view of constructive criticism of the security components of the Terapaths software and hardware suite and all risks and risk mitigation plans identified and clearly written. These discussions will be fed back into the project and Security Plan suitable for review by SLAC Security and their higher management will be written.

SLAC will provide evaluation and feedback on the feasibility of deployment of TPDS at SLAC (in particular in the SLAC security model); the integrity of the code and implementation; and the operational management issues.

TPDS monitoring/Measurement Proposal 

In addition SLAC will develop monitoring of Terapaths utilization,. This will be based on the PerfSONAR project framework for: network measurement, archiving, analysis, reporting and visualization. This is being developed by an international consortium including in the US: Internet2, U of Delaware, SLAC, FNAL, ESnet, and Georgia Tech. This facility will enable us to evaluate the usefulness and applicability of Terapaths, and manage its operation.

Monitoring Deliverables

The deliverable will be a PerfSONAR measurement point that will be integrated into the Terapaths software. It will provide archiving of Terapaths link information and become a standard subset of the Terapaths suite. It will be integrated into the perfSONAR framework and visualization and analysis tools anolgous to the perfSONAR projects will integrated, tested and developed where necessary.
