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1.
Name of Student: NC Muhammad Ali
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4.
Department/Discipline: Computer Science
5.        Thesis/Project Topic:  Automatic Network Anomaly Detection
6.
Brief Description/Abstract

Networks are complex systems and are comprised of many individual entities such as routers and switches. The behavior of the individual entities contributes to the ensemble behavior of the network. For our purposes, a network anomaly is any unexpected degradation in the normal network performance behavior. There are two broad categories in which we can classify network anomalies. The first category is related to network failure and performance problems, these may include, network re-configuration (e.g. due to individual device failure), file server failure, broadcast storms, paging across the network and network congestion. The second category is related to the network security problems. These include Denial of Service (DoS) attacks and network intrusions. In this project we will focus on the former.
The domain of this project is the network performance monitoring for all networks in general and for high speed networks supporting High Energy Physics projects in particular. The final goal of the project will be to automatically detect network anomalies/events by analyzing multiple metrics and multiple paths. This requires preparing a canonical data set on which the final automated system can be tested, identification of possible anomalies their causes and methods of quantization, and analysis of results and deployment.

7.
Level of Research already carried out on the Proposed Topic
Detecting anomalies in modern and future communications systems is significantly beyond unaided human capabilities and is difficult or incomplete with existing intrusion detection technologies. This is especially true given the massive size of existing and projected real time and archived data sets and underscores the need to develop radically new automated approaches.

Most current communications network intrusion detection schemes compare incoming traffic to stored "dictionaries" of known intrusion scripts. 
Dictionaries with tight comparison tolerance(s) risk missing attacks that are comparatively simple variants of the known ones. Loose comparison tolerance(s) produce disproportionately high false alarms that are troublesome, time consuming for the analysts, and significantly reduces the confidence in the results.
A number of techniques have been proposed to detect anomalies in traffic volume. Most of these schemes operate on single timeseries traffic, measured for example from a network link, and independent of traffic on other links in a network

8. Reasons/Justifications for Selection of the Topic

The focus of this research is to detect network anomalies using a technique called Principal Component Analysis (PCA). PCA when tested on data gathered from more than 10 End-to-End links all over the world proved
 to be a practical approach for the detection of anomalies and filtering-out patterns of anomalous traffic.  Most of the published work exploits temporal patterns within a single traffic timeseries to expose anomalies. In contrast, our work exploits correlation properties using PCA across multiple paths and multiple metrics to detect network-wide anomalies. Correlation in timeseries data from multiple paths make this effort to be extended to other type of network data and hence identification of other type of network anomalies.  

Commercial tools available in this category are for enterprise wide networks 
whereas this effort is targeted towards high speed networks and internet measurements. 

9.
Objectives

The objective of this research work is to automate the analysis of the cause of network performance degradation, and also to find methods of quantification of network anomaly.

10.
Deliverables

a. Identification and requirements of each anomaly

b. System Design
c. System Development
d. Test Documents
e. Analysis results
f. Deployment and help manuals

11.
Advantages
In general, anomaly detection systems offer several benefits related to network security and performance. Related to security, they can detect insider attacks or account theft very easily. Network performance degradation and failure can be figured out from these systems as well. 
This work will facilitate the network analyst by automating the process of finding the cause of network performance degradation and also will quantify the severity of the network anomaly. This is open area of research for quite some time but still lacks some standard methods for quantification, which will be addressed in this project. 
12.
Areas of Application
The multidimensional data analysis using PCA is currently being used in many major research domains like bio-informatics, image processing & pattern recognition, data compression, geo-physics and also for the separation of anomalous patterns of data from huge volumes of network data. 
There is unlimited application potential in government, military, commercial, transportation, and financial infrastructure networks for network performance measurement and enhancement without any involvement of network analyst. 
�Is this proposal also intending to look at intrusion?


�Need a reference
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�Most of this proposal talks about PCS which is a way to discover network anomalies, not a way to determine/quantify the cause of the anomaly. The quantification requires looking at network configuration changes (e.g. traceroutes and min-RTT), looking at utilization of network devices along the path (e.g. perfSonar), looking at host performance (e.g. Ganglia. Nagios, LISA, top, vmstat etc.), as well as looking at multi-metrics and paths.


�You need to decide whether this project is to detect anomalies or quantify them (or both).





