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PingER/eJDS Monitoring of DeveloPING Countries

1. Introduction

One of the concerns of the IUPAP Working Group on Communications in Physics, created in 1999, has been the access to on-line scientific literature by scientists working in developing countries. In its First report - July 2001, the WG recommended  That  « IUPAP should sponsor an effort to monitor Internet connections of those places in the developing world which request them, IUPAP could, almost certainly, look to help from other bodies in doing this ».
The eJournals Delivery Service [eJDS], of the Abdus Salam International Centre for Theoretical Physics (ICTP) was created as a consequence of the activities of the WG, with ideas seeded at discussions held during the Second ICSU- UNESCO Conference on « Electronic Publishing in Science » (Paris, February 2001). The eJDS helps scientists in developing countries to overcome difficulties to access on-line scientific literature. These difficulties can be technical (low bandwidth access) or economical (infrastructure, payment of the connection, subscription fees, etc.) [eJDS,eJDS1]. This service, unique in the World, allows navigation and downloading using only e-mail, while the actual browsing and selection is done off-line. The possibility of a system as eJDS comes from agreements between ICTP and scientific publishers with a serious preocupation for the gap that unavailability of on-line scientific literature introduces between the developed and the developing world.

In October 2002, a Round Table on « Developing Country Access to On-line Scientific Publishing: Sustainable Alternatives » was held in Trieste, Italy [ictp], sponsored by ICSU, ICTP, IUPAP, UNESCO, TWAS and WIF, which issued a set of Recommendations of Trieste to bridge the digital divide. As a consequence, the eJDS started a collaboration with SLAC of Stanford University to monitor Internet usage by developing countries using the PingER network monitoring system. Such monitoring will be the starting point to set strategies for future action to provide on-site infrastructure, which was also recommended at the Round Table. It may be of interest to notice that such collaboration has been well received by ICFA (International Committee for Future Accelerators).
This proposal to ICSU aims to cover partially the expenses of such monitoring.

2. The Project

The PingER/eJDS Monitoring of DeveloPING Countries is a  collaboration between:    
ICTP - The Abdus Salam International Centre for Theoretical 
Physics,

TWAS - Third Word Academy of Sciences, Trieste, Italy

Hilda A. Cerdeira, Enrique Canessa and the eJDS Team

and

SLAC at Stanford University, CA, USA 

Les Cottrell, Warren Matthews and IEPM/PingER Developers 

relevant Web sites: 

www.ictp.trieste.it

www.twas.org
www.ejds.org
www-iepm.slac.stanford.edu 














3.  Objectives

This project proposal aims to further extend the PingER network monitoring project [pinger] with a focus on providing network connectivity performance information for Universities and Research Institutions all over the Developing World. The PingER project was initially developed in 1995 to meet the needs of large High Energy and Nuclear Physics (HENP) collaborations, and over the years has been extended to other scientific communities, mainly in the developed world. This project proposal will further extend the measurements, in particular to developing countries, and provide new analyses and reports of  the data particularly related to developing countries and the Digital Divide. The proposal is driven by the recognition of an increasing Digital Divide between advanced countries and developing countries and the need to address it (e.g., « A key issue for our field is to close the Digital Divide in HENP,  so that  scientists from all regions of the world have access to high performance networks and associated technologies that will allow them to collaborate as  full partners: in experiment, theory and accelerator development » , from the ICFA/SCIC Executive report February 2003 [icfa1]). Our proposal is also particularly driven by the recent « Recommendations of Trieste » as mentioned above. The proposal will identify contacts in developing nations, select appropriate sites/hosts to monitor, set up the measurements to the site, work with contacts to ensure the measurements continue to be successful, extend the data organization, extraction, analysis and reporting to accept the new measurements. We will compare current and historical performance between sites on both sides of the Digital Divide, quantitatively identify regions with poor performance, identify long term trends, discuss experiences, future work and possibilities for improvements. The data will also be made publicly available to enable interested people to make their own analyses and to generate their own reports.

These traffic measurements and analyses will provide a better quantitative understanding of the Digital Divide. This will enable a better distribution of funding resources for computer networking and accessibility to the Internet from remote areas in the South and in turn will lead to improved sharing of scientific contents as exemplified by the free eJDS – eJournals Delivery Service [eJDS] of the Abdus Salam ICTP to access the latest scientific findings.
4. Active Partners Role

· The role of the ICTP/TWAS: To monitor the Digital Divide, enable world-wide collaborations, and spread out scientific contents world-wide.  This will require to identify sites to monitor, to establish contacts for those sites and to search for improved ways to present the data and publicize the information to the relevant communities.  In a second phase, the sites may be also monitored from a dedicated European host specified by ICTP (managing also the config files that specify the remote hosts to be monitored).  
· The role of the SLAC:  SLAC will assist with installing, keeping the PingER toolkit up to date and making sure the measurements are made and the data is gathered. It will continue and extend the monitoring coverage providing outreach beyond HENP to Universities, Research Institutions, programs and significant scientific enterprises all over the developing world. Beside extending the measurements to many more countries/sites and extending the databases, this will require modifications to help reduce traffic to the increasing number of sites with poor connectivity, extending the data classifications (e.g., aggregating measurements for regions of the world with common affinities or qualities of network performance), adding new analyses and reports, plus the ongoing management and keeping  the software current in developing environments (e.g., more hosts, more data, new users, new operating system releases, patches, tool updates etc.)

5. Dissemination of Data Information on Science and Technology

Among the few « Recommendations of Trieste », one was « To devote resources to monitor in real time the connectivity of research and educational institutions in developing countries and to encourage (and devote resources to) the development of the connectivity ».

In December 2002 a letter was sent to all ICTP-eJDS collaborators with the statement:

`To improve the effectiveness of the eJDS, we plan to extend it to embrace also training and support for Local Area Networks installation and management, together with support for setting up the main access to the Internet for the campuses.  Before that will be done, we need to make a survey of those places around the world, which have the need of this infrastructure. Therefore, we plan to monitor by PingER, universities and research institutions all over the developing world’. 

As a result of this by the end of December 2002, some preliminary PingER/eJDS monitoring started with 12 ICTP sites in the Ukraine, Moldova, Indonesia, India (Kerala, Hyderabad), Iran, Brazil, Mexico, Jordan, Guatemala and Ghana.

The present project proposal addresses the issue of concern to the scientific community related to dissemination of scientific data and information for the advancement of research and education. It closely targets the ICSU priority theme of « Dissemination of Data Information on Science and Technology » to promote international scientific and technological activities that contribute to the benefit and well-being of society.

It is increasingly important to support the large numbers of scientists (young and old) working in remote areas and having low-bandwidth access to the Internet. This will continue to be the case for years to come since there is evidence

from existing SLAC-PingER Internet performance measurements [icfa2] of sites involved in HENP, that the Digital Divide is not decreasing.

6. Innovation

Special attention will be focussed on the needs of low-bandwidth (and unrealiable) networks, in particular to minimize the monitoring traffic impact, and to develop tools to audit the links to spot and report long periods of loss of connectivity. In particular, this proposal will address the challenge of obtaining real-time data from scientific hosts in most African Countries [africa-rtm], to understand the performance of their connections to the Internet. Currently such data is almost completely lacking for most of Africa.  Monitoring of Africa Networking will lead to quantifying the Digital Divide realities in the region, and help to create awareness of the real lack of facilities, networking and contents.


The proposed project will also make available the near real time results (available within an hour of the measurement) of the delays, loss and  throughput etc. for public use on the Web. A retrieval/archive center that will retrieve measurement data from monitoring hosts and store the measurements in a file system is needed as well as collaborating African sites on the Internet.

The proposed monitoring is essential for global collaborations (e.g., in HENP, astrophysics, human genome project, disaster recovery, telemedicine, e-Learning) and to evaluate the feasibility of extending Virtual Laboratories, (i.e., instrument control at a distance, data sharing and e-collaboration, and person-to-person communications) to less well connected parts of the world [virlab]. The project can enable cataloging of  critical Information and Communications Technologies needs, identify problems and assist in trouble shooting, and to allocate resources to optimize/improve performance.  And in the case of Africa, it may help to avoid loss of money and a better distribution of money resources and investment for computer networking and accessibility to the Internet.

7. Measurable Outputs/Outcomes

1. 



The results from the hosts being monitored will reveal the effective computer network realities with which scientists in the third world work on a daily basis. Measurements will provide information on Internet connectivity from monitoring hosts in the developed world to Research and Education (R&E) sites around the world using the ubiquitous Internet « ping » facility.
PingER will be extended: to reduce the impact of the measurements on low performance links; to provide improved near real-time reports; to provide more automated management tools to detect and report measurement problems; to add new affinity groups to match the needs of developing nations; to address scaling problems that may be encountered as the number of hosts monitored etc. increases.
Presentations and reports will be generated and either presented or made available to appropriate communities such as the World Information Society, HENP, ICFA, ICTP, eJDS in order to highlight the problems of the Digital Divide, to help make recommendtaions etc.
8. Potential for follow-up Activities

The benefits of today's Communications and Information Technologies are still far from being at the disposal of all.  Scientific competitiveness requires reliable access to the net at low costs and  tailored services like eJDS. The present real-time network monitoring has the potential to help quantify and bridge this Digital Divide.  Of the activities that can follow we include :
· Becoming aware of problems which are present and/or developing and report to the appropriate people to fix them (Problem identification).
· Providing information to assist in throuble shooting, e.g. determine when a link lost connectivity or performance degraded  (Trouble shooting).
· Providing data for optimal network configuration and design (Performance Tuning).

· Monitoring the growth of network traffic and plan ahead for needed expansions (Planning ahead).

Furthermore following experiences by SLAC-HENP measurements, the following activities may be embarked upon (not part of this proposal)  extending the initial low impact basic  ping based monitoring : 

· Passive monitoring & collection of link status (errors, utilization etc. via SNMP...).

· Passive monitor traffic of network services (ports), such as telnet, ftp, snmp, http, etc. for example via NetFlow to provide accounting, characterization of link usage by protocol, application,  etc.
· Monitor performance (e.g., response time) of network applications (NFS, mail, www, name server, ftp ...)

· 
· 
· Measurement-based inference of network properties.

· Apply traffic sampling techniques.

9. Impact of the ICSU support

The use of the Internet as a channel for the dissemination of science is paramount. Its characterization, mapping and performance in remote areas would enable new measurement studies between hosts and applications, such as investigating packets losses and failure connectivity events on a wide-scale.

The traffic statistics from sites in developing countries will supplement the uses that the PingER measurements are used for and in particular will be critical for providing planning information to Information and Communications Technologies  applications and  to network planners. For the first time it will provide historical information on growth,  incremental and sudden changes, and patterns (e.g. diurnal) of changes in performance in the African Continent. It will also provide a public domain network performance data base,  together with analysis and navigable reports from active monitoring. This information can be used for further original research, for predictions and for application  steering.

It is planned to extend the project in the near future to embrace also training and support for Local Area Networks installation and management, together with support for setting up the main access to  Internet for the campuses.  Before that can be done, it is necessary to make a survey of those places around the World, which have the need of this  infrastructure by quantify the global access to the Internet.

10. Implementation Plan & Time schedule

· First 12 months of the project:

PinGER Modifications: The code was written in 1995/1996 in perl4 and the patches have been patched. PingER programme seriously needs a re-write in perl5 with useful, reusable modules and most importantly a more standard  perl installation mechanism (perl Makefile.PL; make; make install). More than anything else this will reduce initial support effort and bring the various versions and documentation up to date. 8 years of experience also needs to be put  back into the code. This will be driven by the needs of scaling PingER to accomodate the addition of many new remote hosts (larger data base, bigger tables, more affinity groups, the need for more aggregation),  the demands of supporting  a larger number links with poor performance (both in reliability and in delay and loss, and the amount of monitoring bandwidth that can be used without impacting regular use), plus a new user base with different skill levels etc.
Adding more monitoring hosts: Initially the measurements will be made from a single monitoring host at SLAC. As the PingER software is modified and becomes ready to accept the added hosts end has the new functionality (in particular the reduced badwidth utilization capability), more critical remote hosts from the ICTP project will be added to the lists of remote hosts monitored from other PingER monitoring hosts in other countries. We will also explore placing a dedicated monitoring host at ICTP. Having a monitoring hosts in both Europe and the U.S.A. will provide a more general understanding of connectivity of hosts in developing countries from multiple regions of the world.

Gathering contacts and sites to monitor: We will use our contacts in the international community to identify appropriate contacts, sites and hosts to monitor. We will work with the contacts to set up regular monitoring to these hosts and integrate the measurements into the rest of PingER.
· Throughout the length of the project:

PingGER Maintenance: Maintaining PingER takes lot of efforts. Not just check in for broken monitoring sites or unpingable targets, but also updating the beacon list (to release new versions of scripts like « timeping.pl » etc). Furthermore, to support the other PingER hosts from Developing Countries, upgrading packages is straightforward (running under Linux O.S.) albeit time consuming.  Backing up to CD-ROM is also necessary and time consuming.

Enlarge Participation: call for further African participation in the monitoring project.

11. Methodologies

The PingER tools and the analysis software are all designed to run on a Unix platform. No software needs to be installed at the remotely monitoreed sites, no accounts are needed at the remote hosts, the ubiquitous ping facility is used. The impact on the network is currently on average about 100bits/s/host monitiored (we hope to reduce this by almost a factor of 10 as part of this proposal). 

Open source technologies will be used throughout the project.

Initially the measurement from a single monitoring host at SLAC will be carried out .As the project proceeds if it proves desirable, we plan to extend the monitoring of some of the remote hosts to other monitoring hosts in the existing PingER project. It is planned to add an European monitoring host (most likely to be located at the ICTP), specifically for the current proposal. This host may be jointly administered by SLAC (install/configure/run the PingER toolkit) and the European partner (system administration and selection of remote hosts to monitor). 


The designated host at the remote R&E site will need to be available 24 hours/day, 365 days/year, apart from occasional outages. It  must also be able to respond to pings from the Internet (e.g., ping must not blocked or rate limited). PingER provides low intrusiveness Round Trip Time (RTT), loss, reachability (if a host does not respond to a set of pings it is presumed to be non-reachable).  The low intrusiveness (currently 100bit/s/monitor-monitoring host pair) enables the method to be very effective for measuring regions and hosts with poor connectivity. 
12. Leadership and management

Results of the measurements, project updates, related news, ongoing research,  open statistics, seminars given, project papers, etc will be made available through the eJDS  Distributed Web Portal at www.ejds.org
The data management, code design and  development will be mainly carried out at SLAC premises.

13. Milestones

· Extend:
The monitoring should extend, cover and include hosts in countries with low bandwidth access to the Internet.  The aim is to quantify the Digital Divide and understand connectivity performance differences between developed and less well-developed countries in order to aid the development of science. For example, Africa is a region with many such countries.  The principal goal is to increase African Hosts by direct invitation to participate in the proposed monitoring project.
· Publicize :

Inform about the project to International Institutions.  
Prepare an A3 colour Poster on the Monitoring project for diffusion and distribute it world-wide. 

14. Project Implementation Budget

The project budget essentially includes:

· Equipment: Update/replace the data gathering/archiving/analysis/reporting host.

· Travel: Some trips a year to give talks, face to face collaboration, project meetings etc. 

· Manpower: for measurements maintenance and administration. 

	First year (2004):
	50,000 US$

	Second year (2005):
	25,000 US$

	Total requested:
	75,000 US$ 


The modest funding requested here does not cover all the work we propose in this proposed project. We will be seeking funding from other sources, plus some matching effort from SLAC. The current funding for the PingER project terminates at the end of 2003.
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