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Monitoring

e A monitoris atool used to observe the

activities on a system
- Collects performance measures
- (Possibly) Analyzes the data
- Displays the results.
e Why?
- Measure resource utilization to find performance
bottlenecks;
- Characterize the Workload;

- Find model parameters, validate models, or develop
inputs for a model.
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BaBar Farm @ INFN Padova

- ! —— , e =170 2xPIll 1.26GHz
[l T Machines, 1GB Ram,
RH Linux 7.2
- 130 Clients
- 40 Servers
* Tape Library with a
capacity of ~70TB not
compressed;
 Network switches,
UPSes, Environmental
conditioning systems,
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Monitoring Requirements

e Hardware Status
- Machine Crashes, CPU utilization, Disk 1/O,
Network 1/O...

* Processes status

* Environmental conditions
- Humidity, Temperature, UPS status...

e Does not need to be a real-time monitor

e The monitoring om should also be:
- Reasonab MD

— Efficient (ow resources requirement)

- Able to operate in background
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Some problems with existing tools

* Limited scalability
* Require their own daemons running on the

monitored hosts

 Can'tinstall a deemon on a network switch, or on a
tape library

* Hard to configure

* Poorly implemented

* Heavy use of scripting languages, mixed C/Perl/shell
pieces
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PerfMC: a Performance Monitor for Clusters

* Characteristics:
— Written in C
- Asynchronous (nonblocking) parallelized SNMP
Polling
- Uses SNMPV2 Bulk Get requests
- XML-based configuration file
- The RRDTool package is used to store data and

produce graphs
* Old data have lower resolution than recent ones
 Round Robin Databases have known, fixed size
* Graphing capabilities are provided by the library

- Dynamic generation of HTML pages using

XSLT stylesheets and a filter (PHP...)
e PerfMC has an embedded HTTP server
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PerfMC Architecture

PerfMC Stylesheets HTML

| InconeSeus Tt

A

XML
Configuration File

<?xml version="1.0"
standalone="no"?>

<!DOCTYPE monitor
SYSTEM "monitor.dtd">

<monitor>

</monitor>

Monitored Hosts Graphs
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Sample HTML Output

e ﬁ.@.@, SE0

';': " Bookmarks 4 Location: [

o £ BaBar Home £ Liix.ORG £ Goog

Farm Overview

ISNMP Status

Machine

bbr-cndserwil

bbr—datamowved]

bbr—farm0o]
bbr—farm002

bbr—farmG03

bbr—farmGQs]

bbr—farmG0s

bbr—farm0os

bbr— farmQoy

bbr— farmQog

bbr— farmOog

bbr—farmG10

bbr—farmG11

bbr—farmG13

bbr—farmG14

bbr—farm015

bbr—farm01é

bbr— farm020

bbr—import

bbr—taped]

bbr—testdl

bbr—usger

catbbl

)
INFN

Istituto Nazionale
di Fisica Nucleare
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x| 0] Hetscape: Babar Processing Farm Manitor [x]
File Edit View Go Communicator Help
{[ MIB Name Type TimeStamp Last Value bbr-inport - Last 3 hours Data g

importTotal NR 1020081898 5876492 T S
hostUpTime TIMETICES 1020079453 9 days, 19:47.42.96 wo Fif .
hostLocation S S 1020068656 E&ﬁgﬁ;’;&dﬁp PP . ne e Y = g
N AP | yr r ¥ i [ s
hostiame  SoTRT. 1020068656 bbr-import pd.inf.it e ! o
Linuz 10
hostID gﬁg&g 1020068656 gf.iglfgﬁf ii”éfﬁﬁg
Thu Jan 17 14:01:48 20 11: 00 1z:00 13:00
EST 2002 1538 W User CPU Utilization (%) O system CPU Utilization (%)
icpuldle INTEGER32 1020081898 84 O Metwork IN (Mb/s) B Hetwork OUT (M/s) O bisk IN MB/s
@ bisk oUT Me/s B Physical Hem Util )
icpuSystem INTEGER32 1020081893 9 .
icpuUser  INTEGER32 1020081898 6 EOPAITOE = HET @R CEIHERGEm
laLoad15 SERT&E 1020081296 2.26
iLoads  SSTET 1020081698 2,10 g
lloadl  SSTET 1020081898 1.98
diskdour  NR 0 o
diskdin NR 0 o a0
dISKSOUt NR O 0 11:00 12100 1300
disk2ln MR 0 0 I Max User CPU UEiT (x) O Max System cPU Util (x)
diskz0ut NE 0 0 W ave User CPU UL () B Ave System CPU Uil (X))
disk2In NE 0 o] bbr-inport - Hourly Network Utilization §
diskiou  NR 0 a R e e
disklln  NR 0 0 a0t foood
net30ut  COUNTER 1020081898 796114242 2.0
net20ut  COUNTER 1020081898 0 0.0
netlOut  COUNTER 1020081898 3316220784 e
net3ln COUNTER 1020081898 1742320274 o
net2ln COUNTER 1020081398 0 s
netiln COUNTER 1020081398 1383140934
vsrAvail  INTEGERZ2 0 0 e Tiion Tzl T2
ustUsed INTEGER3Z 0 0 =::: ::E:::’I: i: E::j:; W fve Hetwork QUT (Mb/s) e Il G (B
varAvail  INTEGER32 0 o
varUsed  INTEGER32 0 o
tmpAvall  INTEGER32 0 o
= | el 5P B 2



Another example

n g Farm Monitor - Galeon =[B!
File Edit Miew Tah Seftings Go Bookmarks Tools  Help

bbr-farm116 bbr-farm117 bbr-farm118 bbr-farm119 bbr-farm120
bbr-farm121 bbrfarm122 bbr-farm123 bbr-farmi24 bbr-farm125
bbr-farm126 bbr-farmi127 bbr-farm128 bbr-farm129 bbr-farm130
bbr-farm131 bbrfarm132 bbr-farm133 bbr-farm134 bbrfarm135
bbr-farm138 bbr-farm137 bbr-farm138 bbr-farm139 bbr-farm140
bbr-farm141 bbr-farm142 bbr-farm143 bbr-farm144 bbr-farm145
bbr-farm146 bbr-farm147 bbr-farm148 bbr-farm149 bbr-farm150
bbr-importpriv bbr-journalo? bbr-journalo3 bbr-journalog bbr-journalos

bbr-journalog

bbr-oprsen03

bbr-mngservpriv

bbr-oprserna4q

bbr-monitorpriv

bbr-oprsenvis

bbr-oprservii

bbi-restorepriv

bbr-oprsen02

bbr-sqlserv0l priv

| »

bbr-sqlsen0z2priv bbr-tape0i bbr-testdl _ bbrtest03
bbr-testoq _ bbr-test0s bbr-test07 bbr-test08
bbr-test09 bbr-test10 bbrtestil bbr-test12 bbr-test13
bbr-testid bbr-test1s bbr-userpriv bbr-webservpriv

4
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Some Plots

bbr-datamove13 - Monthly data g [:) t)
. Database
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hoer

PerfMC Performances

bbr-monitorpriv - Hourly CPU Utilization
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bbr-monitorpriv - Hourly Metwork Utilization

4INILI0 T400 4 W00L0YY

-100 k . 11

-z00 k
15100 16100
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bbr-monitorpriv - Hourly Disk IF0

w
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Disk Read Tput (Bytes/sec, upward)
W risk 1 W kisk & Orisk 3 O Cbisk 4 O kisk &

Disk Write Tput (Bytes/sec, downward)
W sk 1 @ risk 2 Orisk 3 O Disk 4 O Disk 5

Istituto Nazionale
di Fisica Nucleare

Reasonably low CPU Utilization
(<2%)

Reasonably low Network Utilization
(11 KB/s)

Not-so low Disk Utilization
(1.2 MB/s)
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Conclusions

* Monitoring a large computing cluster is a
highly nontrivial task.

* Many available monitoring tools exist, but
many of them are not adequate for large
distributed systems.

* We are trying to build a general-purpose
SNMP and XML-based monitoring tool.

* A prototype exists and is working well
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Future work

* Alarms are not currently implemented, but are
at the top position of the to-do list

* At the moment there are no serious problems.
- PerfMC is running on the production cluster (=170
machines)
- Clearly cannot scale forever
- Single point of failure
* No attention has been put on security

- Could easily be extended for SNMPv3
- Not a priority. Our cluster is on a private network
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Backup Slides
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Example of XML Configuration File

<?xml version="1.0" standalone="no"?>
<!DOCTYPE monitor SYSTEM "monitor.dtd">

<monitor numconnections="50" pmclogfile="/monitor/pmc.log"
httpdlogfile="/dev/null" rrddir="/monitor"
htmldir="/monitor/html" pmcverbosity="3" >

<host name="localhost" tag="client”>
<description>This is a sample client machine</description>
<miblist>
<!—- list of mibs to monitor —-—>
</miblist>
<archives>
<!—- RRD layout -->
</archives>
<graphs>
<!—- Graph definitions here -->
</graphs>
</host>

</monitor>
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Sample XML configuration file (MIB)

<miblist>
<mib id='tempMB' name='.1.3.6.1. .2021.13.16.2.1. 1'/>
<mib id='tempCpul' name='.1.3.6. .1.2021.13.16.2.1.3.2"'/>

<!-- .iso.org.dod.internet.private.enterprises.ucdavis.systemStats.ssCpuRawUser.(0 ——>

<mib id='cpuUser' name='.1.3.6.1.4.1.2021.11.50.0' type='COUNTER'/>

<!-—- .iso.org.dod.internet.private.enterprises.ucdavis.systemStats.ssCpuRawSystem.(0 ——>

<mib id='cpuSystem' name='.1.3.6.1.4.1.2021.11.52.0' type='COUNTER'/>

<!-—- .iso.org.dod.internet.private.enterprises.ucdavis.systemStats.ssCpuRawNice.(0 ——>

<mib id='cpuNice' name='.1.3.6.1.4.1.2021.11.51.0' type='COUNTER'/>

<!-— .iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifInOctets.2 ——>

<mib id='netlIn' name='.1.3.6.1.2.1.2.2.1.10.2' type='COUNTER'/>

<!-- .iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.1ifOutOctets.2 ——>
<mib id='netlOut' name='.1.3.6.1.2.1.2.2.1.16.2' type='COUNTER'/>

</miblist>
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Example of XML Status Dump

<?xml version="1.0"7?>

<hosts>

<host name="localhost" status="NR">

<mibs>
<mib id="availSwap" lastUpdated="1018016033">1052248.000000</mib>
<mib id="totalSwap" lastUpdated="1018016033">1052248.000000</mib>
<mib id="totalMem" lastUpdated="1018016033">917080.000000</mib>
<mib id="cachedMem" lastUpdated="1018016033">7128.000000</mib>
<mib id="bufferMem" lastUpdated="1018016033">35052.000000</mib>
<mib id="sharedMem" lastUpdated="1018016033">0.000000</mib>
<mib id="freeMem" lastUpdated="1018016033">833800.000000</mib>
<mib id="cpuSystem" lastUpdated="1018016033">137587.000000</mib>
<mib id="cpuUser" lastUpdated="1018016033">13581.000000</mib>
<mib id="tempCpu2" lastUpdated="1018016033">24500.000000</mib>
<mib id="tempCpul" lastUpdated="1018016033">25000.000000</mib>
<mib id="tempMB" lastUpdated="1018016033">33000.000000</mib>

</mibs>

<graphs>
<graph id="hourly.png" title="Hourly data"/>

</graphs>

</host>

</hosts>
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More on SNMP

Management Managed Resources
Application SNMP Managed Objects
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\W Stallings, SNMP, SNMPv2, SNMPv and RMON 1 and 2, 3rd edition, p. 81
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Round Robin Databases
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